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ABSTRACT: As everything around us will be linked to the net in many ways via the Internet of Things (IoTs) and
compared to the standard Internet, new forms of problems and complications can arise. Huge IoTs experiments are
currently under way, most of which concern its sight, supporting technology, software, or facilities. Recently, a limited
studies have comprehensively defined the security requirements such as privacy concerns, security, and trusting in the
IoTs that are deemed special to the future net, these terms need to be discussed and addressed via numerous scholars
and research groups as well. This article surveyed through 102 references from popular literature databases to explore
the features\ properties that define the distinctive IoT relating to forthcoming privacy, security and trust issues. Then
created security requirements that were triggered by the mentioned properties. This article examined the privacy,
security, trust and resilience components of the three most popular IoT architectures in consideration of the
requirements as well. Also, this survey contributed to the state-of-the-art security issues for embedded devices in
Internet of Things world including provide a comparative table of well-known secure routing protocols and their
countermeasures to well-known attacks on Open Systems Interconnection (OSI) structure of Wireless Sensor Networks
(WSNss) within Internet of Things world. Finally, this survey identifies a number of study gaps that will serve as the
foundation for future research.

Keywords: Wireless Sensor Networks; Iots Properties; Iots Security Requirements; Iots Architectures; Attacks and
Defenses

. Introduction

The Internet of Things (IoTs) brings intelligent processing and communication capabilities to common
items and equipment including conventional tools, sensors, cameras, vehicles, and utilities that aren't often
thought of as smart devices. Enabling many entities to co-operatively collaborate and interact together to
accomplish shared aims with limited human intervention (Kohler, 2014; Zanellaa et. al., 2014). To make our
society simpler as well as better, such interactive appliances relate everyone’s real world to the virtual
world. IoTs becomes exponentially increasing, the amount of connected devices or computers surpassed
the number of individuals on our planet in 2011 and every object of our daily life sis supposed to be linked
to the digital environment by 2025, as reported for the US National Intelligence Council (NIC)[( Gubbi et.
al., 2013; NIC, 2008). In several ways, it will change the lives, as IoTs incorporates a vast variety of different
appliances which really produce and consume various set of valuable and useful data for substantial
presence of important technologies that has never been discovered. These technologies can use the large
size and varied kinds of data generated to deliver a new era of products. Numerous areas of our functional
life, such as power and traffic management, house / building control, factory automation, battlefield, and
hospitals, and many others, would include IoTs technologies and services (Bellavista et. al., 2013). IoTs
diverse tools, software, and facilities, however, face many obstacles and problems, involving anonymity,
security, and trust, which can also be regarded as significant obstacle seen between functional IoTs itself
and its effective application, launch, and incorporation across our everyday lives. Therefore, numerous
research works and efforts are still needed in several ways to completely adopt, implement, and use the
IoTs principles for realistic life (Tan & Wang, 2010). Transportation, smart homes, mobility, smart industrial
processes and smart energy grids are IoT's applications. IoT architectures would address not just
operational issues, but also security and privacy concerns. To gain societal approval, for example, social
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system need to believe that the Internet of Things will manage such situations in a secure and private style.
(Vasilomanolakis et. al., 2015; Gao & Bai, 2014).

By providing a systematic review of relevant work, this article outlines properties for the IoT ecosystem
that, when combined, distinguish it from prior Information Technology (IT) architectures. A variety of
security criteria are recorded in relation to these properties during construction. Moreover, the most
prevalent IoT architectures are identified, and a detailed analysis is conducted by mapping them to the
requirements. Lastly, the author of this article compares three architecture types of IoT then identifies
research gaps as the actions required for a comprehensive loT architecture in terms of security and privacy.
Based on above facts, this systematic survey provides a major IoTs problems and state-of-the-art security
issues which have to be resolved in order to satisfy a criteria for the fully functional and stable
implementation of IoTs environments through the daily routines. Finally, updates the reader about what
was achieved and/or recommended to resolve certain [oTs issues and concerns and also what needs to be
tackled.

The remainder of this paper is structured as follows: Section 2 poses the key difficulties and problems
of properties that restrict IoT’s reliable use. In Section 3, a number of proposed security requirements that
take into account these IoT properties, also several IoTs issues including its challenges and problems along
with their security constraints, attacks, and IoTs countermeasures are presented. Section 4 addresses and
provides an overview of the IoT architectures as well as a security and privacy analysis of them with respect
to proposed requirements. In section 5, a comparative analysis of all IoT architectures with a focus on the
fulfillment of the security requirements. Finally, Section 6 outlines a general results of work of such a
systematic survey, concludes the survey, gives insights regarding current research gaps and possible
future directions.

. Unique Properties of Internet of Things

This section will look at the properties which distinguish the IoT in relation to security, privacy, and
trust issues. As compared to conventional IT approaches such as big data, cloud computing, and business
applications, the IoT is distinctive in relation to the issues that must be overcome due to a combination of
properties. By examining relevant IoT researches in literature as in (Atamli & Martin, 2014; Babar et. al,,
2010; Cirani et. al., 2013; Gazis et. al., 2014; Gubbi et. al., 2013; Mayzaud et. al., 2013; Miorandi et al,,
2012;Ning et al.,2013 ; Roman et al.,, 2011; Web, 2010), these properties are identified. The identified
distinguishing properties are introduced in the following subsections:

2.1 Limited resources

The IoT's devices will have resource restrictions that must be addressed when designing security
procedures. This covers both energy constraints, such as battery-powered devices, and limited processing
power, such as micro sensors. As a result, costly computational encryption methods can't be used
everywhere.

2.2 Unattended and uncontrolled environments

Micro sensors, such as traffic control camera systems and environmental tiny sensors, can be made
publicly accessible via the Internet of Things. In such a setting, stable connected devices and steady
presence are quite improbable. Because of the massive number of communicated devices among others
and users in such an ecosystem, a priori trustworthy connections are also problematic (Roman et al., 2011).
As a result, automated trust measurement and management methods for things, services, and consumers
are essential again for IoT.

2.3 Interoperability and heterogeneity

Because it will have to incorporate a variety of items from diverse manufacturers, the Internet of Things is
anticipated to be a very heterogeneous environment. As a result, model compatibility and interoperability
must be taken into account.

2.4 Scalability

The IoT's enormous network of linked devices necessitates protocols that are extremely scalable. This
would have implications for security measures. This would have implications for security measures.

Centralized techniques, such as hierarchical Public Key Infrastructures (PKls), and certain distributed
approaches, such as pairs symmetric key exchange systems, for example, cannot grow with the Iot system.
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3. Proposed Requirements of IoTs

This study synthesizes security requirements from the IoT domain, as well as associated IT sectors, and
develops them in accordance with IoT properties to offer a thorough perspective. The next subsections
divide the requirements into five sets of security needs, each with its own set of subcomponents:

3.1. IoT"s Privacy

The IoTs privacy main aim is to prevent the misuse and discloser of information. Several solutions had
been made for identifying the IoTs privacy issues and find possible solution for them regarding either the
personal or device specific privacy. In the following points, several privacy issues are listed as in
(Bandyopadhyay & Se, 2011; Sarhan, 2018 ):

¢ Users generally do not want their data to be viewed by the public, thus there is a need for user control
over their sensitive data to guarantee data privacy.

* A need for location privacy by controlling the user's physical location and movement so they won't be
tracked without their permission.

* A necessity for privacy legislation as straightforward legal mechanisms to guarantee the right to privacy.
* Maintaining privacy management by providing standard, methodologies and tools to serve this purpose.

In addition, privacy considerations are being generalized to cover consumer’s tools as done in (Said &
Masud, 2013):

* Specify who is acquiring devices information.

* Specify how devices information is acquired.

* Specify the actual required time to acquire devices information.

* Specify the actual reasons from acquiring process of devices information.

Consequently, the collected user and device centric information should be kept in licensed servers and
handled only by licensed individuals in (Chan & Perrig, 2003). In the context of IoT, a conflict of polices
from the communicated and interacted systems will result and arise as an issue in this field, since each
system has its own collection of privacy policies. Based on above mentioned facts, policies checking,
notification and resolving processes required new approaches and solutions (Stankovic, 2014). Therefore,
privacy rules were deemed a real challenge that might restrict the interaction of entirely different IoTs
systems, there is still a need for scholars to develop a new standardized vocabulary in each system to
describe privacy rules. For instance, a framework of Platform for Privacy Preferences (PPP) functions well
enough as a tool to create privacy policies inside the conventional internet. Regrettably, there are many
disadvantages of conventional online privacy languages within the IoT because they do not recognize
dynamic shifts in policy in actual environments or communicate various forms of dynamic information
and contexts (Olurin et al., 2012). The delegation process also as privacy protection strategy, however, is
yet another possible resolution. The basic example of such a mechanism could be provided as a smart
refrigerator coordination process corresponds to an individual consumer network domain and another
distinct network domain refers to a smart search service. A selection of food products can be identified by
the smart search service depend on the expiry date or accessibility inside the smart refrigerator. In order to
do any of this, entry to the smart fridge requires the right. The legitimate right will be transferred from the
consumer network domain to the application network domain to allow the service product to search the
data presented by it to shape a list of recommendations in order to solve such problem (Roman et al., 2011).
If an IoTs customer is able to search RFID tags inserted in items like visa card using only a Radio-Frequency
Identification (RFID) reader on cell phones and import its privacy rules to use interact with them, this
indicates that a fascinating strategy known as the privacy coach is implement (Broenink et al., 2010). For
this approach, a consumer may opt to never use the entity if an entity's installed privacy policy may not
meet the customer’s expectation. But from the other side, the handset can verify the privacy rules of the
reader and seek user permission if there is an attempt by an RFID browser to access details from the
customer's cell phone. A further application of privacy coach is the security of the sensitive or private
physical area like office. This method of security is accomplished by conducting a monitoring procedure
without any of the consent of its owner for malicious insider devices, such as detectors placed in a building
for doing monitoring (. Radomirovic, 2010). Subscribers often wish to share data about themselves, but
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without revealing far too much. For instance, a user might notice somebody near his place whom enjoys
that kind of music he enjoys without offering the close person his own location and music preferences
(Oleshchuk, 2009). In relation to the abovementioned case, there would be a significant number of
situations to gathering various forms of customer data. In highest point of all that, a small cost of processing
data, that is around $0.03 / GBytes or much lower these days, making data effectively preserved. It would,
however, not be necessary for consumers to directly handle their information (Atzori et al., 2010).
Recording user records, however, poses many potential privacy issues as they're being used throughout
many detrimental ways fraud or public reporting. A digital forget system is therefore required to deal with
the problems throughout this regard via regularly removing customer data that is not necessary. Digital
forget means that only when data specifically needed is memorized (Singh et al., 2015). So a guest pass
function of a Flickr (https:/ www flickr.com) site, for instance, enables its members to access and distribute
multiple forms of images files across the web, so that their files will expire at a given date and then to be
removed (Thompson, 2021). This is apparent that digital forget has also been regarded as an important and
required strategy for the protection of privacy. Regrettably, research related to such a methodology and
realistic updates towards its growth are only at the starting stage (Mayar, 2009). Consumers do not restrict
even control which knowledge is obtained from them in many different circumstances. Users go in to a
house fitted with a sensor network, for instance composed of 10Ts sensors like cameras. Such condition is
mostly prevented through not going into the house, so no photo can be obtained with customers, but
customers can access sensor-equipped houses in many other situations nowadays. Within that context, one
possible approach is to restrict a capacity of the IoT system installed in these houses. Restrictions are also
applied to the processing of information at a comprehensive level that would not in any way compromise
privacy. For instance, distortion is added to people's photographs such that the necessary details in such
images is protected, thereby preserving the privacy of individuals. Sometimes in critical cases, to provide
some required facts or specifics for further procedures, a photo of a person belonging is always retrieved
afterwards, although this must be accomplished exclusively via law enforcement personnel
(Wickramasuriya et al., 2004).

Due to the engagement of people and more pervasive data gathering, such as in smart home situations,
privacy is regarded to be one of the most prominent issues in the IoT (Medaglia & Serbanati, 2010).
Depending on how an IT system viewed, a variety of privacy definitions exist.

* Data privacy: This term completes confidential transmitted data in that a database record really should
not reveal unwanted properties, such as a person's identity. Since many sensing devices capture personal
details, this is a huge problem with the Iot applications. When a large volume of such data is pooled, it
creates Personally Identifiable Information (PII), which may be used to identify individuals (Daubert et al.,
2015). There are techniques to "anonymize" such data records (Machanavajjhala et al., 2007; Sweeney, 2002 ;
Xiao & Tao, 2007), however they have always proven inadequate. Furthermore, techniques to secure data
privacy during data transmission among domains are mostly unknown and difficult to implement (Dwork
& Lei, 2009).

* Anonymity: It refers to a single person's inability to be identified as the source of data or an action
(Pfitzmann & Kohntopp, 2000). Anonymity is difficult to achieve because wearable and mobile devices
may unintentionally reveal PII such as IP addresses and location. Although technologies like anonymous
credentials (Camenisch & Herreweghen, 2002) and onion routing (Dingledine et al., 2004) are available in
literature, they do not adapt effectively with the Internet of Things.

* Pseudonymity: This term is a tradeoff between anonymity and accountability. The activities of a person
are tied to a pseudonym, a random identifier, rather than an identity, in pseudonymity. It can be used for
a variety of objectives (Pfitzmann & Kohntopp, 2000), such as connecting numerous acts by the same
individual or allowing for the graceful deterioration of anonymity in the event of misuse. Although
pseudonyms can alleviate privacy issues and accountability in the IoT, consistent strategies that span
various domains are necessary.

* Unlinkability: This term defines pseudonymity by stating that particular activities performed by the
same person cannot be connected. In IoT, unlinkability guards against profiling. Although pseudonyms
potentially address unlinkability by using a distinct pseudonym for each activity, cross-implications with
anonymity, especially unknown meta-data, remain a difficulty. In addition, some entity may always trace
every pseudonym to a person, and hence link all actions of that person.

It is worthy saying that privacy challenges within the traditional net almost exist only with people who
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play active roles. On the other hand, people face privacy challenges in the IoTs sense, regardless of whether
or not they use any program or service. Securing privacy and consumer consent is accepted as one of the
major criteria for the widespread acceptance of IoT applications (Sarhan, 2018). To the best of author
knowledge, privacy problems in the IoT must be taken seriously, researchers must pay greater attention to
them, and they must be included and recognized in the development of any IoT-based strategy.

3.2. WSNs and 1OTS Security Issues

In many ways, privacy and security in the Internet of Things overlap and support one other. For IoTs
world such as Wireless Sensor Networks (WSNs) and RFID devices, the term security is a decisive issues
because of the computing limitations, resource constraints, work nature, little storage capability, limited
power, and restricted remote channel data transfer capacity of these devices. Although remote sensors and
other elements of IoTs have been utilized at numerous touchy implementation fields, they still threaten by
adversary in the event that they are used in unattended environments (Sarhan, 2018). Any compromised
sensor device within the IoTs may lead to compromising entire system as well. However, programming
and equipment improvements may address this issue partially. In general, to deal with the issue
appropriately and exhaustively, refined countermeasures must be applied such as secured key
management algorithms, adversary detection mechanisms and secured routing algorithms (Kocher et al.,
2013). Table 1 summarizes WSNs threats with their suitable defenses which lead to meet secured WSNs in
IoTs world (Zia & Zomaya, 2006; Zhao & Ge, 2013; Kocher, 2020; Gawdan & Sarhan, 2016; Gawdan et al.,
2011a; Gawdan et al., 2011b; Kocher & Sarhan, 2017). For more details, Table 1 with its contents was
introduced in details in my previous published work as in (Kocher, 2021).

Table 1. Threats with their suitable defenses in OSI WSNs layers within IoTs world

OSI WSN Possible Threats Countermeasures Methods Countermeasures Methods
Layer Names References.
Transport Flooding Client Puzzles [47,49,96]
De-synchronization Authentication [49,96]
Network Hello Flood {Authentication, Packet Leashes, [47,49,94,97 ]
Implementing Temporal and Geographic
Data}
{Selective Forwarding {Egress filtering, Authentication and [97]
Spoofing and Monitoring}
Alteration Attacks}
Replayed Attack counters or time-stamps [47,49]
Wormbhole Attacks {Authentication and Probing} [47,49,97]
Blackhole Attack Enhanced path-finding [98]
Grayholes Attack Isolate hostile node [99]
Sinkhole Redundancy Check [47,49,97]
Sybil {Redundancy Check, Authentication and [100,101]
Monitoring}
{Acknowledgement {Authentication, Bidirectional Link [48,49,97]
Flooding} Authentication Verification}
Link Exhaustion Rate Limitation [96]
Collision Error Correction Code (ECC) [96]
Unfairness Small Frames [96]
Physical Jamming {Priority messages, Spread Spectrum, Low [102]

Duty Cycle and Mode Change}
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In order to provide the world of IoTs with significant security answers, it's indeed imperative deal with
the restrictive conditions presented through the following points for WSNs since those who lay a
foundation for constructing IoTs systems (Kocher et al., 2013):

* Unreliable Wireless Channel: This is due to unreliable data transfer, data conflicts, and data processing
latency for WSNSs.

* Limited Resources: Examples of these are limited code storage space, limited data memory size, and
limited battery energy.

* Unattended Environment Operation: An examples of these are unattended deployment, natural
disasters.

Additionally, the need arise to new applications to instantly notify users if there should arise an
occurrence of shifted object from any limited region with no permission. The warnings activated as output
from these applications may take a numerous structures like SMSs, voice message and emails (Atzori &
Morabito, 2010). For IoTs services and applications, they must have capability to achieve underlying tasks
even with the present of attacks and furthermore ought to have the capacity to do recuperating from them
continuously. Recuperating from security threats can be by many ways such as distinguishing the threats,
analyze the attacks, and after that applying reasonable countermeasures against them or giving appropriate
stand by solution. Thus, all steps must be carried out lightly putting in mind the security obligations set
out as mentioned above. For unexpected threats happen, recouping and mending need re-program
underlying elements. For doing as such, recuperating coding instructions should be safely applied to the
suitable devices with the end goal to be executed inside them (Stankovic, 2014). Security requirements for
network of (Schafer, 2021) can be incorporated to IoT architectures, with objects interconnecting to other
entities or applications. Nonetheless, IoT characteristics such as constrained capacity must be taken into
account.

Apart from what has already been discussed, data integrity, authentication, confidentiality and
availability are the other key security challenges in the IoT, as proposed in the following
subsections( Sarhan, 2018; Kocher et al., 2013).

3.2.1 Message Integrity

Message Integrity is refereeing to guarantee that message is not changed at all during its movement in
the entire network. In general, inserting any message with extra information can control the underlying
packets within entire network. Thusly, prior settling on the basic choice for gathered information, the need
arises to verify that sent messaged are begun from the correct sources with no changing. RFID tags based
applications utilized in numerous IoTs situations emerge new challenges, since their deployment nature
are often unattended and they can't be empowered with abnormal state of intelligence (Juels, 2006). Thus,
the stored information in RFID tags memory and RFID tags sending information within network can be
altered by adversaries (Atzori et al., 2010). Thus, the need arises to protect stored data by applying
programming errors algorithms and other memory protecting algorithms proposed as in (Kumar et al.,
2007). To prevent the EPC global Class-1 Generation-2 tags from unauthorized objects, both the memory
reading and writing exposure are controlled using passwords. Furthermore, the memory device in this sort
of tags is separated into five zones, where each zone can be shielded and protected autonomously from
adversary tasks by utilizing passwords process.

Although authenticity necessitates integrity, integrity alone may be necessary to identify and repair
failures without authenticity. Routing approaches such as TCP and TLS may be sufficient. Nonetheless, IoT
applications, like critical infrastructures, may demand business integrity, which should be included into
the architectures as well.

3.2.2 Message Authentication

Data Authentication means to confirm that the IoTs information being sent to a destination node is
delivered from a correct source sensor node. Since, the source of data won't have right to guarantee later
that the sent information isn't from the source node. Manny efforts have been proposed in literature to deal
with such issues. In this context, such issues can be accomplished by applying the well-known Hash
Message Authentication Code (HMAC) algorithm (Krawczyk et AL., 1997). The algorithm utilizes the set
of sharing security key between the participant parties like cryptographic checksum process that
guarantees verification of underlying parties. Using hash function like Message Digest (MD5) or Secure
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Hash Algorithm (SHA) is to play out the validation procedure for HMAC algorithm.

3.2.3 Message Confidentiality

Confidentiality of information means to guarantee secure data movement within entire network with
the presence of adversary and keep messages from assaults.

An IoT necessitates architectures that can deal with the variety of things. Interconnecting objects may
necessitate confidentiality, for example, to prevent confidential information from being eavesdropped
during Internet transfer. This need can be met using technologies like IPSec (Kent & Atkinson, 2020) and
Transport Layer Security (TLS) (Dierks & Rescorla, 2008). However, complexity may surpass the resource
limits of objects, necessitating the development of secure network stacks for IoT (Bonetto et al., 2012).

Since, the IoTs contain a large number of WSNs nodes, it is important to ensure several sensor-related
requirements as in (Sarhan, 2018):

¢ Information captured by such a specific sensor node should not be revealed with its neighboring sensor
nodes.

o The need arises to provide a safe channel for communication, as sensor nodes may deal with secured
sensitive data such as key distribution, clustered info and neighboring nodes info.

e To provide a secured network against adversaries and various types of traffic analyst attacks, the need
arises to apply encrypting messages, keys, and sensor identities.

In order maintain privacy, several methods of network access related to research have been considered
and proposed which fix this matter. Reference (Sandhu et AL., 1996) introduced the Role Based Access
Control (RBAC) algorithm, role-related authorizations are used to enter specific IoTs devices and software.
A function is assigned to each IoTs client and an entity is then generated as member with an acceptable
level of authorization and access control. Every user understands precisely which and when to use specific
IoTs services as well as administrations in this context. The RBAC offers a significant clear advantage from
the IoTs point of view, as its entry gives consent and privileges could be progressively updated at whatever
stage there is an adjustment in role assignments. To the best of author’s knowledge, incorporating
permission control methods, ongoing information stream management frameworks, secure protocols,
applying encryption algorithm, and finally key management schemes plans can give an adequate level of
secrecy in numerous loTs scenarios (Miorandi et al., 2012).

For most applications based on IoTs, numerous cases need to update their existing code in sensor nodes
either to add new code or to update the existing one with the end goal to address particular issues within
the entire network. This updated approach is accomplished by applying the remote re-programming
scheme for specific sensor nodes within network (Sarhan, 2018). In conventional systems, information
dispersal algorithms are utilized for re-programming. In general, these algorithms broadcast raw
information to specific sensor nodes within a particular network without considering any confirmation
procedure, here, such case considered as a major security issue. Additionally, using cryptographic
techniques cannot provide adequate protection for sensor node members from the inward malevolent
adversaries in many cases. Thus, secure re-programming algorithms like Deluge scheme can be utilized to
help the nodes to carry out confirmation process per each updated code (Gubbi et AL., 2013). An
unattended deployment nature of sensor nodes within the IoTs application make them vulnerable to
various sorts of physical threats (Gawdan & Sarhan, 2016; Wang et al., 2004). For a modern building or
workplace whereby devices are discovered then by using signal-location schemes to identify the electronic
signals. In this way, based on the characteristics of the collection signal, the position of the sensed sensors
could be resolved. They will then be physically compromised, such as the use of physical control, the
heating device, the bogus hardware on them, damaged, and even robbed. As the sensors are destroyed
indefinitely, the damages arising from mechanically corrupted sensor nodes really aren't ready to have
been repaired or modified. In addition, the physical compromised node lets opponents access the
cryptographic data insider node and change the programming code or even eventually replace a few nodes
with various harmful nodes that will also pose a major threat to IoTs applications security (Gawdan et al.,
20011a; Kocher & Sarhan, 2017; Alsaadi & Tubaishat, 2015).

3.2.4 Availability

It guarantees that a thing's/service's connection is maintained even if a link fails. As a result, IoT
architectures should make connection handover is a feasible case.
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3.3 Trust Terminology Issues

In spite of the absence of an agreed definition of trust when used in IoTs world (Daubert et al., 2015), it
may possible to state that it is the security policy along with the authorizations that control access processes
to available resources (Blaze et AL., 1996)[64]. For that reason the trust mechanisms should guarantee these
requirements in loTs world (Roman et al., 2011):

e Recognizing the [oT's emotional impact on users during the execution for daily routines. The use of IoT
software and facilities can even be significantly limited by some error in this understanding. Customers
must therefore be able to manage one’s own resources and have information at their disposal that
explain all their experiences within IoT applications (Roman et al., 2011 ).

¢ Minimizing the degree of suspicion among the interacting objects.

¢ Aiding these objects in choosing a trusted partner for fulfilling their objectives.

¢ Guaranteeing active and cooperative trust environments for the objects.

e Supporting language for objects which helps building trust dialogue in simplifying dependable
strategies along provisions in an easily and effectively manner.

To understand the trust term in IoTs world, it could usually be divided into groups as in the following

subsections (Daubert et al., 2015):

3.3.1 Trust for Processing Steps

It means dealing only with significant and accurate information. This can be carried out by using precise
data collection, appropriate data analytics, and data build up (Daubert et al., 2015).

3.3.2. Trust for Connection Ways

It means the exchanging of suitable data with only suitable service providers, this type can be achieved
by recognizing some facts such as securing data reliability, integrity / validity, and confidentiality (Daubert
et al., 2015).

3.3.3 Trust for Systems

In this type, the necessity of the presence of reliable general system is essential. To carry out this goal,
presenting transparent workflows, protocols, and the current technology definition has to be provided and
explained along its contexts (Daubert et al., 2015).

3.3.4 Trust for Devices

In this type, the communication and cooperation activities will be done among trusted devices and
sensors, which can be achieved by using trusted programs and schemes (Daubert et al., 2015). In the IoT,
this kind presents a difficulty since a prior device trust cannot always be created, for example, owing to
excessive mobility and cross domain interconnections. To create device trust, methods such as trustworthy
computing Iliev & Smith, 2005 and computational trust (Jesang et AL., 2007) are necessary. Furthermore,
because each entity assesses trustworthiness in a device differently, IoT designs must cope with non-
singular perspectives on trust.

3.3.5 Entity Trust

In the Internet of Things, it refers to the expected activities of users such as people or services. Whilst
trusted computing can build device trust, translating such techniques to device trust, like behavioral
verification, is more difficult.

3.3.6 Data trust

In the Internet of Things, data comes from a variety of devices, some of which are potentially
untrustworthy. As a result, using data aggregation and machine learning approaches, reliable data must
be extracted from untrustworthy sources. Also, IoT services create new data by combining several forms
of information. A fresh trust assessment, such as using computational trust, is needed for the freshly formed
information.

3.3.7 Trust for Negotiation

Trust negotiating that is the credential interchange amongst users and devices which enables
trustworthy control activities to also be carried out on resources and reducing misuse is also an important
requirement, in addition with the above-mentioned trust categories (Miorandi et AL., 2012). Many current
methods and frameworks for trust management are available in the literature. Many confidence qualities,
such as honesty, teamwork, and others, are presented in reference (Bao & Chen, 2012). This protocol
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requires each unit (node) to explicitly implement the trust detection function for interested devices. In
addition, the proposed framework is based on an event-driven mode, therefore it automatically changes
trust mechanisms amongst participating entities when a malicious or unwanted interaction event is
encountered. In literature, the existing research efforts dealing trust management systems in the field of
IoTs environments are fewer in comparison with the protocols. Reference (Chen et al., 2011) proposed trust
protection strategy for dealing with IoTs environments focused on fuzzy credibility. This model focuses
only on basic Quality of Service (QoS) upon WSNs confidence parameters, including the ratio of arrival
packets, the ratio of forwarded packets, and the power consumed by the node.

3.4 Identity Management

Because of the massive number of devices, as well as the complicated interaction between equipment,
applications, ownership, and consumers, identity management represents a great difficulty in the IoT
(Medaglia & Serbanati, 2010; Suo et al., 2012).

* Authentication: In IoT applications, the vast number of devices exceeds the capability of direct
authentication, such as when a user uses her service accounts to supply several devices. As a result,
techniques for claiming ownership and controlling of a devices are needed.

* Authorization: Communications among devices in IoT situations may span several domains. Older
authorization systems, such as Kerberos (Steiner et al., 1988), presume that all devices, owners, users, and
services are contained inside a single domain. As a result, unified authorization systems that operate with
untrusted objects, enable access delegation across domains, as well as provide fast revoking for
malfunctioning or malicious equipment are needed.

* Accountability: This term guarantees that each activity can be traced back to a verified entity. Due to the
widespread usage of devices, services, and data for a multitude of applications, accountability would be a
major problem in the IoT. As a result, accountability must work with a wide number of entities, access
delegation, cross-domain activities, and data derivation on a regular basis.

3.5 Resilience

The IoT's size in terms of devices combines to offer a wide surface for threats and malfunctions. As a
result, the IoT requires resilience and robustness against threats and malfunctions as essential needs.

¢ Robustness: Architectures must enable effective selection of items, transmission routes, and services
based on their robustness (failure/attack avoidance).

* Resilience: Fail-over and recovery methods must be available to sustain operations in the event of a
failure or an attack, as well as to return to regular operations (failure/attack mitigation)

Table 2 shows the link among different IoT properties and security requirements. On the surface, it appears
that restricted resources have the strongest relationship in terms of network security, owing to the
limitations they impose on traditional security techniques such as encryption. The IoT's heterogeneity has
an impact on identity management. As restrictions are placed on the technological choices that may be
used, privacy is usually associated with scalability and limited resources. Additionally, the IoT's
unpredictable environment and heterogeneity have a significant influence on trust.

Table 2. The influence level of security requirements on internet of things properties: the ‘L’ indicates
low, ‘M’ indicates medium and ‘H’ indicates high

Internet of Things Properties Network Security Identity Management Privacy Trust Resilience
Uncontrolled Environment L L L H L
Heterogeneity L M L M L
Scalability L L M L H
Constrained Resources M L M L L

. Architectures of Internet of Things

The IoT infrastructure necessitates data management and coordination by establishing a link between
physical objects and virtual entities (BETaaS, 2020), ensuring that information travels in a uniform manner.
The subsections that follow offer an overview of three well-known ongoing research projects:
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4.1 Internet of Things Architecture (IoT-A)

The IoT-A as in (IoT-A, 2021) would be an architectural standard framework that was created as part of
an EU FP7 project till 2013 and is still being developed by the community. From business objectives to
requirements, this architecture leverages the ideas of views and perspectives to drive the creation of
architectural instances. A data view for static structures as well as dynamic data flows, a scalability and
performance viewpoint, and even the security and trust viewpoint are examples of these views and
perspectives (Bauer & Lange, 2013). IoT-A delivers solutions to fulfill security criteria in the following
subsections:

* Network Security Requirement: The Key Exchange and Management (KEM) mechanism keeps track of
this requirement. This mechanism handles cryptographic keys, which are utilized for confidentiality,
integrity, and authenticity. The KEM employs IP Security (IPSec) bridges among (unrestricted) gateway
as a well-integrated strategy for optimizing network security coverage across resource - limited equipment.
All communications among restricted devices and the gateway, on the other hand, are unsecured.
Moreover, throughout the context of network connectivity, the KEM mechanism does not tackle
availability.

¢ Identity Management Requirement: This type is handled by 3 layers (modules) in IoT-A. The Identity
Management (IM) module focuses on management, although it does not address a specific security
requirement. Authentication (AuthN) is a module that includes users and services authentication, along
with accountability with non-repudiation. Authorization (AuthZ) is a module that addresses service
authorization needs using both Attribute-Based Access Control (ABAC) and Role-Based Access Control
(RBAC) (Salinas et al., 2013). Revocation is determined by the access control model in use. To the best of
his knowledge, the author of this work is unaware of any specific revocation modules in IoT-A.

* Privacy Requirement: Pseudonymisation (PN), a specialized module, tackles privacy by offering
pseudonymization for devices, users, and services. Pseudonyms take the role of genuine identities received
from KEM, but the identities and pseudonyms are still linked to guarantee accountability. Pseudonyms can
also enable unlinkability if a different pseudonym is used for each action. PN, on the other hand, does not
tackle complete anonymity and data privacy. AuthZ does, however, give some access granularity which
might help with data privacy to some extent.

* Trust Requirement: The entity and device trust requirements are handled by Trust & Reputation (TAR)
module. This module explains how to gather user reputation in order to determine service trust. However,
it does not appear that data trust is handled.

* Resilience Requirement: The fault handling paradigm, or functional group, is outlined by IoT-A.
Predicting prospective malfunctions, identifying current faults, reducing the impacts of faults, and
restoring the system are all requirements and metrics of this model. As a result, the first strategy focuses
on prevention, while the next three tackle mitigation over time.

4.2 Building the Environment for the Things as a Service (BeTaaS)

It presents an architecture for the Internet of Things (IoT) and Machine-to-Machine (M2M) interaction
that allows applications to operate across a local cloud of gateways. Each BeTaaS instance creates one's own
cloud of gateways which seamlessly connects several heterogeneous M2M systems. The Things as a Service
(TaaS) reference model (BETaa$S, 2021) is the foundation of BeTaaS. Domains, information, communication,
security, and functions are all represented through architectural models. BeTaas delivers solutions to fulfill
IoT security requirements in the subsections below:

* Network Security Requirement: The Key Management component of Network Security connects
objects, conducts authentication, manages user requests, and offers encrypted messages. The BeTaaS
utilizes a PKI including a Certificate Authority (CA) to handle keys and maintain confidentiality,
authenticity, and integrity using secure channels of communication since BeTaaS instances comprises of
numerous gateways.

* Identity Management Requirement: BeTaaS supports authentication via a specific architectural
component for Identity Management. It distinguishes between two types of authentication: gateway level
authentication, which occurs when a gateway joins a BeTaaS instance, and application or service level
authentication, which occurs when a user interacts with an application. The authentication module in the
first example employs key management, but in the second situation, OAuth may be used for authentication
and authorization. Authorization is also handled by a distinctive element as in (BETaaS, 2021). The
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necessity for accountability is still uncertain.

* Privacy Requirement: Although BeTaaS as in (BETaaS, 2020) mentions privacy as a critical component
of the security measures, there is no proof that this requirement is achieved. The identity management
module handles the control and management of the identities of sensors and gateways, however there is
no mention of data anonymity or pseudonymity in such context.

* Trust Requirement: The trust and reputation module is in charge of handling the trust requirement.
Particular trust features are gathered by the model such as security methods, the Quality of Service (QoS)
fulfillment, dependability ability, energy load, and information stability. The ultimate trust value is
calculated by aggregating these trust features.

* Resilience Requirement: Failure prevention, elimination, tolerance, and prediction are the essential
elements that make up the resilience requirement. In reference (BETaaS, 2021), the Failure Analysis
Approach component is in charge of identifying possible breakdown causes and developing solutions to
successfully address them. On the system's functional items, a method called Failure Modes Effects and
Critically Analysis is used.

4.3. Open Source Cloud Solution for the Internet of Things (OpenloT)

An IoT architecture as in (OpenloT, 2021) was founded by the EU FP7 OpenloT research project (2012-
2014). The IoT-A specified Architectural Reference Model (ARM) underpins OpenloT. The fundamental
ARM principles and functional building pieces are used. OpenloT, on the other hand, focuses on offering
an internet middleware architecture to enable on-demand connection to the Internet of Things (IoT)
services, which might be provided by several service suppliers, such as cloud-based ones. The OpenloT
delivers solutions to fulfill IoT security requirements in the subsections below:

* Network Security Requirement: Three modules such as trustworthiness (trust), security, and privacy
modules, are described in OpenloT architectural standard as in (Gwadera, 2021). One sub module of the
security module deals with secure messaging, while another deals with authentication and authorization.
The public code lacks the privacy features, contrary to the specification. The module of trust assesses the
reliability of sensor data input (data trust). To provide protected and encrypted communication, OpenloT
uses the HTTP with TLS protocol. Equipment with constrained capacity, such as Zigbee (IEEE 802.15.4),
are also handled in part, with IPSec bridges formed by gateways to assure confidentiality, integrity and
authenticity.

¢ Identity Management Requirement: OpenloT makes use of a central security and privacy module which
really leverages OAuth to give authentication and authorization. The RBAC paradigm would be used to
handle authorization. Further criteria, such as accountability, are still not achieved.

Regarding the term "security & privacy," it appears that privacy concerns are not resolved.
* Trust Requirement: In OpenloT, the trust module is a stand-alone module. The data and device trust
requirements are both covered by the trust module. Records can be annotated with trust labels once device
trust has been established. Nevertheless, entity trust is still an unknown.

* Resilience Requirement: Instead of focusing on robustness in terms of failure avoidance, OpenloT
focuses on resilience in terms of mitigation.

. Comparative Security Analysis of IoTs

In general, recent surveys and security evaluations in the field of IoTs security have been published, such
as (Al-Garadi et al., 2020; Francesca et al., 2019 ; Krishna et al., 2012; Ammar et al., 2018 ; Sharafi et al., 2021).
Reference (Al-Garadi et al., 2020) aims to present a complete assessment of Machine Learning (ML)
methods as well as recent developments in Deep Learning (DL) methods that can be applied to develop
improved security solutions for IoT systems. The work then goes into the benefits, drawbacks, and
advantages of each strategy in detail. The authors of (Francesca et al., 2019) conclude their paper with a
rational comparison of the IoT technologies under consideration in terms of a set of eligible security
attributes, including access control, integrity, anonymity, confidentiality, privacy, authentication,
authorization, resilience, and self-organization. A five-layer and a seven-layer loT architecture, in addition
to the regular three-layer architecture, are provided in reference (Krishna et al., 2012). The communication
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standards and the protocols, along with the threats and attacks corresponding to these three architectures,
are discussed as well. The authors of (Ammar et al., 2018) look at the security of the most popular IoT
frameworks, a total of eight. They explain the planned architecture, the fundamentals of developing third-
party smart apps, suitable hardware, and security aspects for each framework. Reference (Sharafi et al.,
2021) describes a rapid, resilient, and multilayer-based two-stage identification-authentication system for
remote healthcare that uses an electroencephalogram (EEG) signal and fingerprints. Due to the dynamic
nature of modified Euclidean distance pattern matching method, it is suggested to match the EEG signal
in the identification step.

To the best of my knowledge, comparing security architectures reveals that the same standards are
utilized for protecting communications, but different approaches are employed for delivering other
security aspects.

The following subsections provide two comparative security analysis such as comparative security
analysis of IoTs architectures and comparative security analysis of attacks and countermeasures for OSI of
WSNE.

5.1 Comparative Analysis of [oTs Architectures

Based on above mentioned survey, this section compares the security requirements with respect to IoT
architectures. The goal of this comparison is to give suggestions for choosing an architecture that meets
specific criteria. Moreover, this research identifies security flaws in IoT architectures in general.

Table 3 highlights the study findings on the three IoT architectures as well as the security requirements.
In general, it is clear that every architecture has a focal point. The OpenloT, for example, is best used as an
open sensor and service market. Both ToT-A and BeTaaS appear to meet the majority of requirements in a
good manner. In general, both IoT-A and BeTaaS architectures are architectural platforms instead of
architectures, and even the practical application is left to the developer.

Table 3. Internet of things architectures against security requirements: ‘v’ indicates satisfied, ‘X’
not satisfied, and ‘~" indicates a partial

IoT Security Requirements Internet of Things Architectures
IoT-A BeTaas OpenloT
Privacy 1.Data Privacy ~ X X
2.Anonymity X X X
3.Pseudonymity N4 X X
4.Unlinkability N4 X X
Network Security 1.Confidentiality N4 v v
2.Integrity N4 v v
3.Authenticity N4 v v
4.Availability X X X
Trust 1.Device Trust v v 4
2. Entity Trust N4 X v
3.Data Trust X v X
Identity Management 1.Authentication N4 v v
2.Authorization N4 v v
3.Accountability X X X
4.Revocation v X X
Resilience 1.Robustness N4 v X
2. Resilience N4 v v

5.2 Comparative Analysis of Attacks and Countermeasures for OSI WSNs

Based on my previous published work, this section provides a comparative table of well-known secure
routing protocols and their countermeasures to well-known attacks on OSI WSNs within IoTs world as
shown in Table 4. More details for this table and its contents have been explained as in my published work
(Kocher, 2021).
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Table 4. A comparative table of well-known secure routing protocols and their countermeasures to well-
known attacks on WSNs: ‘v” indicates satisfied and ‘X" indicate as not satisfied

Ref.
NSKM KeyChain SIG
Threats [47,49] LKHW SecLEACH [89] EAP SecRoute . TARF RLEACH SPINS
Sectamp 0 [88] [90] [91] _— 93] [95]
[86]

Hello Flood N X N N N N N N N N
Eavesdropping v N N x N N N N N N
Rout Poisoning v v v v X \/ v X v \/

Sinkhole \ X \ X v \ v v v N
Blackhole \ x \ X v \ v v N N
Grayhole \ x \ X v \ v \ v v

Wormbhole \ X v x X X X N N N

Sybil \ X X X v \ v v v N
Replay v V v v N x N \
Devic Replication v v v X X v X X X \/
Device J J . . J J . J . .
Impersonation

6. Conclusions, Gaps and Possible Future Works

6.1 Conclusions

This survey systematically reports the state-of-the-art contributions to the security issues for embedded
wireless devices in Internet of Things world. In order to truly understand the concept of IoTs world,
multiple security issues in WSNs and IoT"s tasks and issues have been recognized and discussed by this
work. This study emphasized the IoT's unique properties in comparison to other technology advancements.
To develop a common set of security, privacy and trust requirements for IoT technologies, this study
compiled a complete list of security requirements based on these properties. Also this survey provides a
comparative security analysis of IoTs architectures its embedded devices. Moreover, this research identifies
security flaws in IoT architectures in general. Finally, to the best of my knowledge, comparing security
architectures reveals that the same standards are utilized for protecting communications, but different
approaches are employed for delivering other security aspects. This work is the most comprehensive study
of its kind ever published in the field.

6.2 Gaps in IoT Architecture

The security aspects of the three most popular IoT architectures, namely IoT-A, BeTaaS, and OpenloT,
were examined in this study. As all of these architectures appear to meet some of the requirements listed
in Table 3, there are a few holes to be filled:

* In very big deployments, access control models like CBAC and RBAC prove difficult to manage and
provide needless access owing to a lack of context.

¢ In the IoT world, the acceptability of privacy and trust measures appears to be restricted. Instead of
privacy-enhancing techniques, today's privacy is mostly reliant on fine-grained access control. Finally, for
architecture, trust appears to be restricted to one method either cryptographic trust, ratings, or spatial
correlation. Evolutionary computing trust methods, on the other hand, are able to combine a variety of
distinct trust systems.

* Typically, network security simply handles a portion of data transmission, such as from a gateway to
cloud architecture. Nevertheless, data transmission throughout cloud architecture and with resource-
constrained equipment, such as IoT devices linked to a gateway, should also be taken into account.

* Many identity management platforms are confined to a single area and do not provide inter- area identity
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management skills.
6.3 Possible Future Works

The key weaknesses found in particular places of identity management, privacy, and trust should be
addressed, according to this study.

* Identity management: Higher accountability measures are necessary. Digital signatures (non-
repudiation) and logs are often used methods. However, because of the digital signatures, such techniques
give no privacy protection. This study proposes using methods like blind signatures in conjunction with
threshold cryptography as in [85] for a best answer. Digital signatures enable revocable pseudonymity and
assure accountability since no one entity may link the signature to an identity. As a result, the requirements
for privacy and identity management may very well be matched.

* Privacy: Instead of providing security at only one level, a new framework is required to provide
protection at the device, communication, and cloud. Both of anonymity and pseudonymity, for example,
should be handled at the device level as soon as allowed to avoid the leaking of confidential information.

* Trust: The technologies under discussion only provide minimal reputation methods. Nevertheless, a true
community of trust is necessary to properly fulfill the marketplace idea planned for the IoT. Instead of
depending on a single perspective of trust, such a community could contain ideas like transitive trust, as
in (if a trusted entity of mine trusts another entity, I also trust this entity).
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