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Abstract: Ensuring system availability and reliability is crucial in the quickly developing field of cloud computing.
The importance of fault tolerance in cloud infrastructure systems grows as organizations become more reliant on it
to support their critical operations. The purpose of this article is to investigate the intricate realm of cloud computing
and distributed systems. Specifically, the paper will investigate the numerous forms of cloud computing, fault
tolerance methods, and frameworks that enable cloud services to be robust and durable.

Cloud computing has transformed the way in which organizations and individuals access and administer
computing resources. The paper discusses several deployment options, including public, private, hybrid, and multi-
cloud environments, which provide organizations with the advantages of flexibility, scalability, and cost-
effectiveness. The inherent flexibility of cloud computing renders it well-suited for a diverse range of applications,
spanning from the hosting of websites to the execution of intricate data analytics processes.

Generally, cloud computing encounters substantial obstacles, including the need of maintaining uninterrupted
service in the face of hardware failures, network outages, or software errors, despite its tremendous benefits. The
critical importance of fault tolerance in this particular situation cannot be overstated, as it plays a pivotal role in
maintaining the dependability and availability of the system.

The primary objective of this study is to examine the utilization of distributed systems as a means to augment fault
tolerance within the realm of cloud computing and distributed systems. Distributed systems offer an optimal
approach for addressing difficulties related to fault tolerance, owing to its intrinsic capability to divide workloads
and data over several nodes. This approach utilizes redundancy, replication, and the ability to recover seamlessly
from disturbances, hence enhancing the resilience and resource efficiency of cloud services. This research reviews
novel techniques and frameworks that utilize distributed systems to create fault-tolerant cloud computing
architectures, emphasizing their substantial influence on the cloud computing domain. In conclusion, this research
report includes a comparative analysis table that encompasses twenty preceding works.
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1.

Introductions:

In the changing environment of cloud computing, assuring service stability and availability has become critical.
The importance of fault tolerance in cloud computing systems is growing and more enterprises depend on cloud
infrastructure for critical tasks. This study reviews the complex realm of cloud computing and distributed systems,
investigating various kinds, fault tolerance techniques, and frameworks that facilitate the implementation of reliable
and resilient cloud services.

Cloud computing has transformed how organizations and individuals use and maintain their computers. The
platform provides a wide array of deployment types, encompassing public, private, hybrid, and multi-cloud
environments. Cloud computing has gained significant appeal due to its potential to offer flexibility, scalability, and
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cost-efficiency across a wide range of applications, including website hosting and complicated data analytics
pipelines.

Nevertheless, the benefits of cloud computing are accompanied with a series of challenges, mostly centered
around the need of maintaining uninterrupted service provision, even in the presence of hardware malfunctions,
network disruptions, or software inconsistencies. Fault tolerance plays an essential role in ensuring the dependability
and availability of a system, hence becoming a vital component in this context.

The use of distributed systems in cloud computing represents a notable paradigm change to enhancing fault
tolerance and dependability in cloud-based ecosystems. Distributed systems are well-suited for tackling the
difficulties related to fault tolerance due to their intrinsic ability to divide workloads and data over different nodes
or resources. This methodology is predicated around the utilization of redundancy, replication, and the capacity to
effortlessly restore operations following interruptions. The enhancement of cloud services is not only achieved, but
it also results in the optimization of resource consumption and scalability. Through the utilization of distributed
systems, cloud providers and organizations may ensure the continuous accessibility and functionality of their critical
applications and data, even in the presence of faults or failures in individual components or nodes. This article aims
to explore in-depth the novel methodologies and frameworks that utilize distributed systems for the development of
fault-tolerant cloud computing architectures. It will demonstrate their significant impact on the whole landscape of
cloud computing, highlighting its transformational nature.

The field of fault tolerance strategies in cloud computing covers a wide range of approaches, including but not
limited to redundancy, replication, load balancing, and gentle degradation. The use of these measures is crucial in
the effort to reduce interruptions and minimize the consequences of failures on cloud-based applications and
services. A fault-tolerant system that exhibits robustness not only serves to enhance the user experience, but also
provides protection against potential data loss and financial losses that may arise due to periods of system
unavailability.

In order to attain fault tolerance in the realm of cloud computing, a multitude of frameworks and tools have
surfaced, each meticulously crafted to tackle distinct issues and meet unique criteria. The objective of this study is to
present a thorough examination of these frameworks, explaining their structures, functionalities, and practical
implementations. This study investigates the role of distributed systems, including container orchestration platforms
like Kubernetes, fault-tolerant storage solutions like Ceph, and serverless computing frameworks like AWS Lambda,
in enhancing the fault tolerance of cloud computing environments.

In the ever-changing environment of cloud computing, assuring service stability and availability has become
critical. The importance of fault tolerance in cloud computing systems is growing as more and more enterprises
depend on cloud infrastructure for critical tasks. This study examines the complex realm of cloud computing and
distributed systems, investigating various kinds, fault tolerance techniques, and frameworks that facilitate the
implementation of reliable and resilient cloud services.

Cloud computing has transformed how organizations and people use and maintain their computers. The platform
provides a wide array of deployment types, encompassing public, private, hybrid, and multi-cloud environments.
Cloud computing has gained significant appeal due to its potential to offer flexibility, scalability, and cost-efficiency
across a wide range of applications, including website hosting and complicated data analytics pipelines.

Nevertheless, the benefits of cloud computing are accompanied with a series of challenges, mostly centered
around the need of maintaining uninterrupted service provision, even in the presence of hardware malfunctions,
network disruptions, or software inconsistencies. Fault tolerance plays a pivotal role in ensuring the dependability
and availability of a system, hence becoming an essential component in this context.

The use of distributed systems in cloud computing represents a notable paradigm change in our approach to
enhancing fault tolerance and dependability in cloud-based ecosystems. Distributed systems are well-suited for
tackling the difficulties related to fault tolerance due to their intrinsic ability to divide workloads and data over
different nodes or resources. This methodology is predicated around the utilization of redundancy, replication, and
the capacity to effortlessly restore operations following interruptions. The enhancement of cloud services is not only
achieved, but it also results in the optimization of resource consumption and scalability. Through the utilization of
distributed systems, cloud providers and organizations may ensure the continuous accessibility and functionality of
their critical applications and data, even in the presence of faults or failures in individual components or nodes. This
article aims to explore in-depth the novel methodologies and frameworks that utilize distributed systems for the
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development of fault-tolerant cloud computing architectures. It will demonstrate their significant impact on the
whole landscape of cloud computing, highlighting its transformational nature.

The field of fault tolerance strategies in cloud computing encompasses a wide range of approaches, including but
not limited to redundancy, replication, load balancing, and gentle degradation. The use of these measures is crucial
in the effort to reduce interruptions and minimize the consequences of failures on cloud-based applications and
services. A fault-tolerant system that exhibits robustness not only serves to enhance the user experience, but also
provides protection against potential data loss and financial losses that may arise due to periods of system
unavailability.

In order to attain fault tolerance in the realm of cloud computing, a multitude of frameworks and tools have
surfaced, each meticulously crafted to tackle distinct issues and meet unique criteria. The objective of this study is to
present a thorough examination of these frameworks, explaining their structures, functionalities, and practical
implementations. This study investigates the role of distributed systems, including container orchestration platforms
like Kubernetes, fault-tolerant storage solutions like Ceph, and serverless computing frameworks like AWS Lambda,
in enhancing the fault tolerance of cloud computing environments.

2.Background of cloud computing

In the realm of cloud computing and distributing systems, various studies have delved into the complexities of
fault tolerance and load balancing, highlighting their crucial roles in maintaining efficient and reliable cloud services.
Nazari Cheraghlou et al. (2016) provided an exhaustive analysis of fault tolerance architectures, underscoring the
inherent advantages and challenges of cloud computing, particularly in fault tolerance. The study conducted a
thorough examination of various architectures and approaches, with a particular focus on proactive and reactive
fault tolerance solutions (Nazari Cheraghlou et al., 2016).

In a study conducted by Kumar and Sharma in 2016 examined fault tolerance methodologies and models within
the context of cloud computing. They emphasized the significance of proactive and reactive fault tolerance policies
in addressing hardware and software failures. Farther more The study also encompassed an extensive analysis of
cloud computing models such as Infrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as a
Service (SaaS), as well as the importance of fault tolerance within these models (Kumar & Sharma, 2016). The study
conducted by Shahid and his collogues in 2020 placed emphasis on the crucial element of load balancing within the
context of cloud computing, highlighting its interconnectedness with fault tolerance. The study put out a novel load
balancing method that incorporates fault tolerance criteria, therefore making progress in mitigating the current
deficiencies in the efficiency of cloud computing (Shahid et al., 2020). The proactive fault tolerance method, proposed
by Attallah in 2021, was designed with the objective of improving the dependability and availability of cloud
computing infrastructures. The author emphasized a specific focus on the management of virtual machine CPU
problems by employing smart load balancing and migration approaches (Attallah et al., 2021).

Haji and his collogues in 2020 presented a thorough examination of dynamic resource allocation techniques
within the context of cloud computing. They placed particular emphasis on the significance of effective resource
allocation in improving both the Quality of Service (QoS) and cost-efficiency aspects of cloud computing. The study
conducted a comprehensive examination of several resource allocation strategies, such as green-cloud and mobile
cloud computing, with the objective of enhancing resource use (Haji et al., 2020). The authors Rezaeipanah et al.
(2022) introduced a novel approach to enhance fault tolerance in cloud computing by utilizing fuzzy logic. The
primary objective of their technique is to enhance the early identification and handling of problems in cloud
computing systems. The study conducted by Rezaeipanah et al. (2022) emphasized the potential of fuzzy logic in
enhancing the stability and reliability of cloud computing environments (Rezaeipanah et al., 2022). Tang (2022)
proposed a fault-tolerant workflow scheduling system for multi-cloud settings, with the aim of enhancing the
efficiency and dependability of scientific applications by optimizing execution costs. The framework under
consideration encompasses a range of billing mechanisms and incorporates a unique algorithm to optimize cost-
effectiveness and dependability in the execution of applications (Tang, 2022). In their recent publication, Zhuang et
al. (2021) introduced Hoplite, an innovative collective communication layer specifically developed for distributed
systems that operate based on task-oriented principles. According to Zhuang et al. (2021), the aforementioned layer
effectively tackled the obstacles associated with collective communication in dynamic contexts and notably enhanced
the efficiency and robustness of these systems (Zhuang et al., 2021). In the recent study, Saxena and Singh (2022)
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introduced OFP-TM, a novel model that combines online virtual machine (VM) failure prediction with failure
tolerance mechanisms in order to improve the dependability of cloud computing systems. The aforementioned
approach demonstrated noteworthy enhancements in availability and a decrease in instances of VM migration, hence
highlighting its potential in optimizing cloud computing (Saxena & Singh, 2022).

Cotroneo et al. (2023) proposed a unique methodology for detecting failures in cloud computing systems. Their
strategy involves the utilization of non-intrusive event tracing to enhance the accuracy and reaction time of failure
detection in platforms such as OpenStack (Cotroneo et al., 2023). In another study, Ragmani et al. (2020) employed
artificial neural networks as a means to forecast probable faults in cloud infrastructure, hence augmenting the overall
dependability and effectiveness of the system. The research conducted by Ragmani et al. (2020) played a crucial role
in showcasing the practicality of artificial neural networks (ANNSs) in fault-tolerant cloud computing (Ragmani et
al., 2020). The authors Sathiyamoorthi et al. (2021) introduced an adaptive approach to fault-tolerant scheduling in
cloud computing, with a specific emphasis on enhancing Quality of Service. This approach takes into account the
failure rate and current workload of resources in order to optimize resource allocation (Sathiyamoorthi et al., 2021).
The Threshold-Based Adaptive Fault Tolerance technique was presented by Rawat et al. (2023) as a means to enhance
the dependability of cloud services by integrating proactive and reactive tactics. This technique dynamically chose
suitable fault tolerance actions based on circumstances and thresholds (Rawat et al., 2023). In their comprehensive
study, Jhawar and Piuri (2017) presented a thorough examination of fault tolerance solutions in the realm of cloud
computing. The authors delved into many categories of failures and explored a range of methodologies employed to
provide fault tolerance. The study conducted by Jhawar and Piuri (2017) was notable due to its thorough examination
of strategies aimed at improving the dependability and accessibility of cloud services (Jhawar & Piuri, 2017). The
study done by Rehman et al. (2022) involved a comprehensive investigation of fault-tolerance in cloud computing.
The researchers explored both proactive and reactive strategies, emphasizing the necessity for continued exploration
in fault-tolerance designs and frameworks (Rehman et al., 2022). The study conducted by Mohammadian et al. (2022)
investigated fault-tolerant load balancing techniques in the context of cloud computing. The researchers analyzed a
range of algorithms, considering factors such as scalability, reliability, and resource usage, among other criteria
(Mohammadian et al., 2022). In their recent study, Alaei et al. (2021) proposed a novel approach for scientific
workflow scheduling in cloud environments. The authors developed an adaptive defect detection mechanism by
leveraging an Improved Differential Evolution algorithm. According to Alaei et al. (2021), the use of this particular
method has demonstrated notable enhancements in both scheduling performance and fault tolerance inside cloud
computing settings (Alaei et al., 2021).

In the study by Dias in (2021) proposed a cost-effective approach to condition monitoring in rotating machines.
Their methodology involved the utilization of cloud-based infrastructure and data mining techniques to identify
faults and classify the operational status of these machines (Dias et al., 2021). In their study, Rong et al. (2020)
introduced a conceptual model that tackles the issues of data security and result integrity in cloud-based data mining
inside hybrid cloud environments. Their approach focuses on outsourced, fault-tolerant, and privacy-preserving
frequent itemset mining (Rong et al., 2020). In the study by Shahid et al. (2021) undertook a thorough examination of
fault tolerance within the context of cloud computing. They classified various strategies into three categories:
reactive, proactive, and resilient ways. The authors also explored the respective functions of these techniques in
guaranteeing the dependability and effectiveness of cloud computing systems (Shahid et al., 2021). The study
conducted by Li et al. (2021) centered on the examination of fault-tolerant scheduling techniques specifically designed
for scientific processes inside cloud settings. The researchers introduced the Real-time and Dynamic Fault-tolerant
Scheduling algorithm as a means to effectively handle different forms of resource failures (Li et al., 2021). The study
conducted by Hamouda et al. (2021) focused on the design and evaluation of a flexible and resilient framework for
hybrid cloud systems. The researchers placed particular emphasis on the implementation of fault detection
mechanisms and self-recovery techniques (Hamouda et al., 2021). In their study, Araujo Neto et al. (2019) proposed
a fault-tolerant architecture called MULTS, which aims to leverage transient servers in cloud computing. The design
incorporates a scenario-based checkpointing method to assure the continuity of operating operations while
minimizing costs (Araujo Neto et al., 2019). In their recent study, Zhang et al. (2022) introduced an advanced fault-
tolerant framework for fog computing systems. The proposed model utilizes a Markov chain-based methodology to
enhance system performance by dynamically assessing the dependability of fog nodes (Zhang et al., 2022). Chang et
al. (2014) introduced a fault-tolerant load balancing strategy for web services, with a focus on implementing
replication across many servers to minimize the potential for data loss (Chang et al., 2014). In a similar vein, Chang

12



Academic Journal of Nawroz University (AJNU), Vol.13, No.2, 2024

et al. (2014) and Fang et al. (2019) integrated fault tolerance and workload balancing inside the Distributed Stream
Processing Engine to effectively handle dynamic situations including data asymmetry and node failures. Fang et al.
(2019) have made a significant addition by proposing a proactive fault tolerance strategy that specifically addresses
the implementation and selection of cloud servers to mitigate network congestion. Their research demonstrates that
this approach leads to decreased overhead and energy usage (Fang et al., 2019). The fault-tolerant workflow
scheduling in large-scale scientific applications proposed by Nirmala et al. (2020) incorporates the utilization of
unsupervised learning techniques to enhance replication heuristics, as discussed by (Setlur et al., 2020). The GBFTLB
technique was proposed by Chatterjee et al. (2020). This algorithm is designed to address load balancing in
heterogeneous processors, with a focus on minimizing communication costs and accommodating various network
topologies.

Chatterjee et al. (2020) have developed approaches such as Imitator for graph computing (Chatterjee et al., 2020).
These techniques employ vertex replication to ensure fault tolerance, while also including fast recovery mechanisms
and minimizing execution cost. Various proactive strategies have been investigated in the context of virtualized cloud
federation setups, with a specific focus on managing CPU temperature to mitigate node failures. These techniques
aim to optimize profitability and minimize migration costs. Researchers have put forth collaborative checkpoint-
rollback recovery techniques as a means to mitigate communication costs in dynamic distributed platforms, therefore
decreasing the need for coordinating message exchanges. The ReadyFS method, which has been specifically
developed for the purpose of scheduling scientific processes in cloud environments, enhances the efficiency of
resource allocation while simultaneously guaranteeing fault tolerance and adherence to deadlines. The utilization of
adaptive approaches that employ fuzzy-based methods for failure detection in cloud computing, together with the
implementation of aggressive fault tolerance approaches employing intelligent decision agents, serves as a notable
demonstration of the progress made in this domain. These improvements contribute to the improvement of
performance and the reduction of complexity when compared to conventional methodologies. The aforementioned
research collectively demonstrate a substantial advancement in improving fault tolerance and load balancing in
cloud computing. They showcase a variety of techniques and strategies aimed at tackling these crucial difficulties.

2.1. Cloud computing infrastructure:

The cloud computing infrastructure encompasses a range of essential components, such as computers, storage
devices, network facilities, and other related elements, that are required to provide customers with cloud computing
resources and services(Salih Ageed et al.,, 2021). The aforementioned hardware components are predominantly
situated within business data centers (Al-Jaroodi et al., 2012). The mentioned components include multicore servers,
solid-state drives, and hard disc drives, which provide reliable storage, as well as network equipment like firewalls,
switches, and routers, all operating at a significant scale. In addition to the aforementioned physical components, the
software components that facilitate the cloud service model, including virtualization software, are also referred to as
the infrastructure of cloud computing. The virtualization software facilitates the creation of a conceptual
representation of cloud resources and makes these resources accessible to users through the use of APIs (Application
Programme Interfaces) or other interfaces, such as command line or graphical interfaces. The cloud service providers
(CSPs) often supply virtualized resources to consumers over the Internet or other networks (Bala & Chana, 2012).

Cloud computing resources are commonly provided to users in the form of services, typically following a shared
and multitenant-based model. Major cloud service providers such as Amazon Web Services (AWS) and Google
Cloud Platform employ a multitenant-based model. This methodology is employed to facilitate the sharing of
resources in a manner that is both cost-effective and secure across various applications and tenants, such as
corporations and organisations, inside the cloud computing environment. Virtualization software may be employed
to guarantee the establishment of isolation between many tenants. A conventional cloud architecture consists of
several components, including clients, servers, applications, and other relevant elements (Mohammed et al., 2017).

Another essential component of cloud computing is the distributed file system (DFS), such as the Google File
System (GFS) and/or Hadoop Distributed File System (HDFS), which primarily serves the purpose of storing data
on discs in the form of objects or blocks. These file systems separate the administration of storage from the physical
storage itself, hence guaranteeing the scalability of storage. Therefore, the cloud computing infrastructure
encompasses, in a general sense (Singh et al., 2016), the following components:

e Servers: are physical devices that serve as host machines for one or more virtual computers.
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2.2.

Virtualization: is a technological process that involves the abstraction of physical components, such as
servers, storage, and networking, and presents them as logical resources.

Storage: encompasses several technologies such as Storage Area Networks (SAN), network attached storage
(NAS), and disc drives, among others. Additionally, it includes functionalities such as archiving and backup.
Network: is established in order to facilitate the connecting of physical servers and storage devices.
Management: encompasses a range of software applications designed to configure, administer, and monitor
cloud infrastructure components such as servers, networks, and storage devices.

Security: refers to the several elements that ensure the integrity, availability, and confidentiality of data, as
well as the overall protection of information.

Backup: The provision of backup and recovery services.

Cloud deployment models

The cloud deployment model is determined by the purpose and context in which a cloud service is intended to
be utilised. The choice of the deployment model has a direct impact on several financial aspects, such as the cost
spent, power consumption of resources, and other capital costs (Haji et al., 2020)The deployment methods most
frequently employed in cloud settings are :

The public cloud: refers to a computing infrastructure that allows unrestricted access to systems and services
provided by an enterprise provider for the general public. The use of multi-tenancy in cloud computing allows for
cost-effective solutions that offer flexibility, scalability, and location independence (Jain et al.,, 2014; Nazari
Cheraghlou et al., 2016; Singh et al., 2016). Resources are allocated in a flexible manner, based on immediate need,
from an external service provider who use a multi-tenant framework to deliver these resources.

2.3.

The private cloud: refers to the utilization of cloud resources and services exclusively within a certain
organization. In other words, access and usage of the cloud resources are limited to internal use within the
organisation. This paradigm guarantees robust application and data security and privacy, as supported by
previous studies (Jain et al., 2014; Nazari Cheraghlou et al., 2016; Singh et al., 2016).

The Community Cloud: concept is employed by several firms and organisations concurrently to support a
certain community or society, addressing communal needs such as security requirements, mission objectives,
and compliance considerations, among others. This approach has the potential to be operated, owned, and
controlled by either one or numerous organisations inside the community, or alternatively, by a third party.
The hybrid cloud: refers to a strategic combination of public and private cloud environments. In this cloud
deployment, the execution of essential events, particularly those that necessitate secure operations, is
facilitated through the utilisation of private cloud services. On the other hand, non-critical events are carried
out by using the capabilities of the public cloud.

Cloud service model:

Cloud computing has seen significant advancements in recent years; yet, it is still categorized under three primary
service types (Haji et al., 2020).Figure 1 illustrates the fundamental service models:

Software-as-a-Service (SaaS): refers to the provision of software applications as services by cloud service
providers to customers or end-users. The provision of a cloud application as a service streamlines
maintenance procedures by eliminating the need for users to install and operate the program on their own
machines. Some examples of communication methods in the digital age include online conferencing,
electronic mail (email), and social networking platforms. Amazon AWS, Google Compute Engine, Microsoft
Azure, IBM SmartCloud Enterprise, CloudStack, OpenStack, Open-Nebula, CloudForge, Citrix, Qstack, and
several other platforms are recognised as suppliers of Software-as-a-Service (SaaS).

Platform-as-a-Service (PaaS): is a cloud computing model that facilitates the development, deployment, and
management of applications. It offers users the ability to construct, operate, evaluate, and oversee cloud-
based applications. Custom application development can be carried out within a software stack environment
that is rented from a cloud service provider (CSP). Several well-known suppliers offer Platform as a Service
(PaaS) solutions, including Acquia Cloud, Amazon AWS, App Agile, Apprenda, AppScale, Bluemix, Cloud
66, Cloudways, and other others.
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e Infrastructure-as-a-Service (laaS): refers to a paradigm that grants users access to tangible computing
resources such as computers, storage systems, networks, servers, and virtual machines hosted on cloud
platforms. The Infrastructure as a Service (laaS) provider offers storage resources that may be used as
needed, as well as the ability to create and manage virtual machines in a flexible manner. Salesforce,
Microsoft, Amazon Web Services (AWS), Slack, Zendesk, GitHub, Oracle, Cisco, and several more companies
offer Software-as-a-Service (SaaS) solutions .

e The concept of Everything-as-a-Service (XaaS) encompasses a wide range of services that may be delivered
in various forms. Singh et al. (2016) assert that the cloud system possesses the capability to effectively handle
substantial quantities of resources tailored to meet specific requirements. These resources encompass
Security-as-a-Service, Identity-as-a-Service, Communication-as-a-Service, DaaS, and Strategy-as-a-Service.

Saa$ - Software as a Service

Dropbox, Google Drive, Wix, Salesforce

End users

Paas$ - Software as a Service

Google App Engine, Microsoft Azure

Software developers

laaS- Infrastructure as a Service
AWS , Google Compute Engine

IT Administrators

Figure 1:Cloud service model

3. Leveraging Distributed system in Cloud Computing:

Understanding Distributed Applications in Cloud Computing provides a comprehensive exploration of
distributed applications within the context of cloud computing, by emphasizing the growing popularity of
distributed applications, which are designed to operate across multiple computers or servers. These applications
leverage parallel processing to enhance system performance, making them a pivotal aspect of modern cloud
computing environments (Zankoya Zaxo et al., 2018). The subject delves into various crucial elements such as fault
tolerance, scalability, data consistency, and synchronization(Al-Jaroodi et al., 2012; Poola et al., 2017).

1. Understanding Distributed Applications:
» Distributed applications are increasingly popular in cloud computing, designed to run on multiple
computers or servers.
* They divide tasks among multiple machines for parallel processing, improving system performance.
» Key considerations include fault tolerance, reliability, scalability, data consistency, and synchronization.
» Case studies (e.g., Netflix and Airbnb) illustrate successful implementations of distributed applications.
2. Benefits of Leveraging Cloud Computing:
* Cost Efficiency: Reduces hardware and infrastructure costs with a pay-as-you-go model.
* Scalability and Flexibility: Allows quick scaling of resources to meet changing demands.
* Reliability and Availability: Ensures high availability through robust infrastructure and redundancy
measures.
* Enhanced Security: Advanced security measures protect infrastructure and customer data.
¢ Improved Collaboration and Accessibility: Facilitates seamless collaboration and remote access.
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+ Case Study: Netflix demonstrates successful cloud migration for scalable, cost-efficient streaming
services.

3. Key Components of Cloud Computing for Distributed Applications:

* Scalability: Essential for handling varying workloads and traffic.

* Elasticity: Automatically provisions and deprovisions resources as needed.

¢ Fault Tolerance: Ensures high availability and resilience to failures through mechanisms like data
replication and load balancing.

* Security: Provides robust protocols, encryption, and access controls to safeguard sensitive information.

* Cost Efficiency: Offers a pay-as-you-go model to optimize resources and reduce costs.

* Interoperability: Enables seamless data exchange and integration with various systems and services.

Fault tolerance approaches in distributed systems:

The existence of component failures or numerous faults necessitates fault tolerance in a system, which is essential
for enabling the system to provide the required services. System failures are a consequence of mistakes that arise
from underlying flaws (see Figure 4). The following descriptions are provided (Poola et al., 2017):

Faults: refer to the inability of a system to carry out its essential tasks due to the presence of aberrant states
or bugs inside one or more components of the system The system may experience several sorts of error.
Error: The existence of faults can cause a system component to enter an error state or wrong condition. When
a system component performs incorrectly, it can cause the system to fail partially or completely.

Failure: The concept of failure is a significant topic of discussion and analysis in various academic disciplines.
It The term "system misbehavior" pertains to the occurrence of anomalous actions within a system, which
can be detected by a user, whether human or another computer system. The recognition of a failure occurs
just when the output or outcome of a system is deemed erroneous. Failures can be categorized according to
the classification given in Figure 2.

Figure 2: failure steps

Fault tolerance techniques are required because they help in the detection and treatment of system faults caused
by failure either hardware or software. Fault tolerance is extremely important in cloud platforms because it ensures
application performance, dependability, and availability. To achieve resilience in cloud computing, it is necessary to
properly access and handle failure(Kathpal & Garg, 2019) Some fault tolerance techniques discovered from literature
may be classified as follows Figure 3 (Mukwevho & Celik, 2021):

Reactive Fault Tolerance: This method focuses on mitigating the impact of failures in cloud systems after
they have occurred. It enhances the robustness and reliability of the system and has been applied in both
cloud and other distributed systems.

Proactive Fault Tolerance: This strategy proactively identifies potential faults and replaces components at risk of
failure with operational ones, thereby preventing faults and errors rather than recovering from them,

Fault Tolerance Parameters in Cloud Computing: Different parameters are used to assess the efficiency and
effectiveness of fault tolerance approaches in cloud computing systems (Rahman & Rouf, 2022).These
parameters, crucial for evaluating cloud system performance includes Adaptive, Response Time,
Performance, Throughput, Reliability, Availability, Usability, Overhead.
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L Reactive ) — Incremental Checkpointing

Fault Tolerance

— Uncoordinated & Coordinated

User- level Checkpointing

Active Replication

Replication
— based

Passive Replication

Primary/ back-up
Figure 3:Fault Tolerance Classification(Poola et al., 2017)

Table 1, provides an overview of common failures in computing systems, categorizing them into hardware,
software, and network errors. Hardware errors, caused by factors like external radiations and aging, are measured
using metrics like FIT and MTTF and are typically mitigated through spatial and data redundancy techniques such
as TMR and RAID configurations. Software errors, arising from issues like bugs and poor design, are quantified by
metrics including the number of bugs per thousand lines of code and are addressed using approaches like N-version
programming and checkpoint-based recovery.

Network errors, resulting from congestion or attacks, are measured by packet loss rates and similar metrics, with
solutions encompassing resource reservation and various redundancy methods, including data redundancy like CRC
and spatial redundancy like replicated nodes. Each category of error highlights specific causes, measurement metrics,
and traditional mitigation strategies, providing a comprehensive view of fault tolerance in computing environments.
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Table 1:common failures in computing systems

Failures Causes Metrics Traditional Approaches
Hardware Errors Soft Errors, External FIT, MTTEF, Spatial Redundancy (TMR,
Hard Failures, Radiations, MTBEF Duplex, RAID-1 etc.) and
System Crash ~ Thermal Effects, Data Redundancy (EDC,
Power Loss, Poor ECC, RAID-5, etc.)
Design, Aging
Software Errors Wrong Incomplete Number of Spatial Redundancy (N-
outputs, Specification, Poor Bugs/Klines, version Programming, etc.),
Infinite loops, software design, QoS, MTTF, Temporal Redundancy
Crash Bugs, Unhandled MTBF (Checkpoints and Backward
Exception Recovery, etc.)
Network Errors Data Losses, Network Packet Loss Resource Reservation, Data
Deadline Congestion, Rate, Redundancy (CRC, etc.),
Misses, Node Noise/Interfere Deadline Temporal Redundancy
(Link) Failure, nce, Malicious Miss Rate, (Retransmission, etc.),
System Down  Attacks SNR, MTTEF, Spatial Redundancy
MTBFE, (Replicated Nodes, MIMO,
MTTR etc.)

5. Frameworks of fault tolerance:

Computer fault tolerance frameworks ensure continued and reliable operation despite mistakes or failures. These
frameworks include tactics and technologies to identify, handle, and recover from hardware, software, and network
failures(Amoon, 2016). These frameworks minimize downtime and protect system integrity by using redundancy
and failover strategies. They also use predictive tactics to prevent failures and real-time monitoring to fix problems.
These frameworks provide a solid architecture to maintain operational continuity, data integrity, and service
availability in essential applications including cloud computing and real-time data processing systems (Karande &
Pais, n.d.). Table 2, shows Characteristics and Limits of some Fault Tolerance Frameworks.

Table 2: Fault Tolerance Frameworks - Characteristics and Constraints

Framework

AITRC

BlobCR
BITCloud

AASIF

FfCloud
CAMAS

Characteristics
Ensures real-time application
accessibility and test consistency

Offers dynamic continuous snapshots
with low overhead

Highly resilient, handles all Byzantine
faults

Effective resource utilization

Addresses all incident defects,
optimized overhead with robust
design

Ideal for detecting program flaws due
to high sensitivity

Adaptable, fast fault resilience with
low operational costs

Constraints

Resource availability may decrease
with increased load

Inapplicable for loosely coupled
applications due to potential
separation

Inefficient capital utilization

Fault tolerance production may be
inefficient despite its adaptive
approach

Device-dependence limits
adaptability, potentially affecting
defect sensitivity

Complex design requirements and
inefficient asset use

Limited to resolving asset dispute
defects
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Independent from provider, applicable
to all accident defects

Relatively high fault tolerance
overhead

Not suitable for all cloud
environments due to lack of location
instancing

High resource utilization, suited for
modeling various failures

Performance issues if both primary
and reserve systems fail
simultaneously

Energy-efficient with strong resource
usage

FESTAL

Fault tolerance techniques are required because they help in the detection and treatment of system faults caused
by failure The presented table offers a comprehensive summary of diverse reactive fault tolerance systems,
emphasizing their distinct attributes and possible limitations within the realm of cloud computing.

Table 3, categorizing different fault tolerance strategies provides a comprehensive overview of how systems can
maintain functionality despite errors or malfunctions. Each strategy in the table is described in terms of its approach,
highlighting key characteristics and methods of implementation. The table also outlines the advantages ("Pros") and
disadvantages ("Cons") of each strategy, offering insights into their effectiveness, resource requirements, and
potential impact on system performance. For example, redundancy strategies might be highly effective in preventing
data loss (a pro) but could be resource-intensive (a con). Furthermore, the table includes specific "Use Cases" for each
strategy, illustrating the scenarios or system environments where they are most applicable. This might include high-
availability systems, real-time processing environments, or data-sensitive applications. Such a table serves as a
valuable resource for system designers and engineers, helping them choose the most appropriate fault tolerance
methods for their specific needs and constraints.

Table 3: categories of fault tolerance strategies

Strategies Description Pros Cons Use Cases
RELRER GBS Ty 2l Utilizes redundant - High availability - Increased cost - Critical
Based resources and components - Immediate fault = Resource wastage applications,

to ensure availability. recovery financial services

G IELTOCll Duplicates data and - Data consistency - Complexity in Content delivery,

Based services across multiple - Low-latency synchronization - database systems
locations or instances. access Increased storage costs

Load Distributes incoming traffic - Improved - Single point of failure =~ Web applications,

Balancing across multiple servers or resource (load balancer) e-commerce sites
instances. utilization -

Scalability

(@ 1J goJui Bl Periodically saves - Fast recovery - - Increased I/O Scientific

Restart application state and Minimal data loss  overhead - Limited simulations, batch
restarts from the last support for stateful processing

Auto-Scaling

checkpoint in case of
failure.
Dynamically adjusts

- Cost-effective -

applications

- Requires proper

Web services, IoT

resource allocation based Scalability configuration - applications
on traffic or demand. Potential resource
underutilization
WG TS U El Decomposes applications - Flexibility - - Complex to Containerized
into small, independent Isolation of faults  implement and manage applications,
services that can be - Network latency cloud-native
individually scaled and services

managed.
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Chaos
Engineering

Table 4 presents a comparative analysis of 20 prior investigations. This paper provides a comprehensive analysis
of many research endeavors pertaining to fault tolerance in distributed and cloud systems. Every study is
distinguished by its reference (Ref.) and is examined across many critical dimensions. The column labeled "Main
Focus" serves to emphasize the primary subject or issue that each study aims to address, whereas the "Key
Techniques" column provides a comprehensive account of the specific methodologies or approaches utilized in the
research. The section under "Tools/Models Used" offers an elucidation of the practical or theoretical frameworks
employed in the research. The efficacy and influence of these investigations are assessed through the utilization of
"Evaluation Metrics," while the "Outcome/Results" section succinctly presents the results or conclusions derived
from the research.

The section under "Challenges Addressed" provides an elucidation of the particular obstacles or areas of limited
understanding that the research endeavor to surmount. The column labeled "Innovations/Contributions" delineates
the distinctive contributions made by each study to the subject. On the other hand, the "Future Directions" column
proposes prospective avenues for further research or more advancements. This comprehensive table functions as a
significant tool for comprehending the extent, approach, and influence of various studies, offering a full perspective
of the research environment in the topic under discussion.
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Table 4: Previous Study comparison

Main Focus  Key Tools / Models Evaluation Outcome / Challenges Innovations / Future
Techniques Used Metrics Results Addressed Contributions Directions
(Cotro| Fault Dynamic VM | Fuzzy logic, Execution time, Improved fault Network and Load-balanced and Integration with
neo et| tolerance in | migration, CloudSim VM utilization, tolerance and hardware fault-tolerant fog IoT,
al., | fog load balancing system stability load balancing failures, computing optimization
2023) | computing resource architecture strategies
allocation
(Rag | Predictive Artificial Weka toolkit, Accuracy, Accurate failure Data access ANN module for Real-time
mani | analytics for | neural Backblaze correctly classified | prediction, limitations, fault prediction, VM | assessment,
etal, | fault network for datasets instances, error reduced failures large data size | allocation failures CloudSim
2020) | prevention | fault rates and costs forecast integration
in cloud prediction
(Sathi| Adaptive Proactive CloudSim, Resource Enhanced QoS, Combining Adaptive Fault Optimization
yamo| fault- fault-tolerant | AFTRA system | utilization, efficient than fault tolerance | Tolerant Resource algorithms, cost,
orthi | tolerant resource execution time, benchmark with load Allocation (AFTRA) | security, energy
etal,| scheduling | allocation makespan, success | techniques balancing approach consideration
2021) | in cloud rate
(Rawa Threshold- | Proactive CloudSim, Total execution Reduced failure | Using both Threshold-Based Reducing fault
tet | based migration, TBAFT model time, migration rate, improved proactive and | Adaptive Fault tolerance
al., | adaptive replication, time, failure rate, cloud application | reactive Tolerance (TBAFT) complexity,
2023) | fault reactive retry throughput resiliency methods approach broader
tolerance in effectively application
cloud scenarios
(Reh | Fault- Proactive and | AFTRC model, | Mean Time to Fault-tolerance in | Complexity in | Detailed survey on Developing
man | tolerance reactive SVM,, Failure (MTTE), MapReduce, designing fault-tolerance more efficient
etal.,| methods, approaches to | DAFT Mean Time to HAProxy for fault-tolerance | methods and fault-tolerance
2022) | architecture | fault- Repair (MTTR), load balancing for varied architectures in strategies and
s, and tolerance, Availability and fault- cloud cloud computing architectures
frameworks | including tolerance architectures
in cloud hardware and
computing | software fault-
tolerance
(Moh| Systematic Comprehensiv | CloudSim Accuracy, fault Comprehensive | Lack of Systematic review of | Exploration of
amma, literature e review of tolerance overview of organized centralized and new fault-
dian | review of centralized fault-tolerant studies on distributed fault- tolerant load

21




Academic Journal of Nawroz University (AJNU), Vol.13, No.2, 2024

etal,| fault- and load balancing fault-tolerant tolerant load balancing
2022) | tolerant load | distributed methods load balancing | balancing algorithms | methods and
balancing in | fault-tolerant methods techniques
cloud load balancing
computing | methods
7 |(Alaei| Adaptive Improved Adaptive Makespan, energy | Improved High failure Adaptive fault Improving fault
etal., | fault Differential Network-Based | consumption, total | scheduling rates in cloud detector strategy, tolerance in
2021) | detection Evolution Fuzzy cost, fault ratio performance, computing, integration of cloud
strategy for | (IDE) Inference higher degree of | inefficiencies proactive and computing with
scientific algorithm, System fault tolerance, in traditional reactive fault advanced
workflow proactive and | (ANFIS), minimized fault-tolerant tolerance methods algorithms and
scheduling | reactive fault | CloudSim energy methods techniques
in cloud tolerance consumption and
computing strategies cost
8 | (Dias | Fault SVM and Feature Accuracy, False High accuracy Low-cost A new strategy for Improvements
etal.,, | detection OCSVM for selection Positive Rate (87.5% to 100%) solution for feature selection, use | in machine
2021) | and operation strategies like (FPR), False and robustness, small and of SVM and OCSVM | learning
identificatio | status CFS, ACEFS, and | Negative Rate reduced medium for fault detection algorithms for
nin rotating | classification AutoEncoder (FNR), Execution execution time enterprises better fault
machines time without detection and
using cloud- requiring identification
based dedicated
condition Sensors
monitoring
9 |(Rong| Secure and | Shamir’s Shamir’s secret | Security, fault Efficient Security Privacy-preserving Enhancing the
etal., | fault- secret sharing | sharing scheme | tolerance, protocol, concerns in building blocks and | protocol for
2020) | tolerant for privacy- for data efficiency, error protection data mining secure data better efficiency
frequent preserving outsourcing detection and against outsourcing, outsourcing scheme | and security in
itemset and integrity | and integrity correction frequency unauthorized diverse cloud
mining ina | verification verification capabilities analysis attack, data breaches environments
hybrid integrity
cloud verification
environmen
t
10 (Shahi Comprehen | Reactive, Various models | Comparative Detailed Heterogeneity, | Comprehensive Further research
det | sive survey | Proactive, and | and study of various categorization automation survey and in Al and
of fault Resilient frameworks for | fault tolerance and analysis of needs, classification of fault | machine
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al,, | tolerance methods for different fault | frameworks and fault tolerance recovery tolerance methods, learning for
2021) | methodsin | fault tolerance | tolerance their effectiveness | methods and objectives, introduction of adaptive fault
cloud methods their applications | workloads in resilient methods tolerance and
computing the cloud system learning
11| (Li et| Fault- Real-time and | ReadyFS Performance in Improved fault Addressing Introduction of Further
al., | tolerant dynamic fault- | algorithm, terms of fault tolerance and various types ReadyFS algorithm, | optimization of
2021) | scheduling | tolerant RDE, CDE, tolerance, resource | resource of cloud novel fault-tolerant the ReadyFS
for scientific | scheduling ReSC, and RA utilization, utilization, resource scheduling algorithm,
workflows (ReadyFS) strategy execution time reduced failures, mechanisms addressing other
in cloud algorithm execution time, improving cloud
environmen successful fault tolerance computing
ts handling of while challenges
different failure | maintaining
types resource
efficiency
12|(Ham| Reconfigura | Formal BIP (Behavior Real-time Successful failure | Managing Novel formal Extending the
ouda | ble fault- modelling and | & Interaction & | experimentations, | detection and failures in modeling and modeling
etal., | tolerant and | verification Priority) tool, formal verification | recovery, heterogeneous | verification approach | approach to
2021) | self- using BIP SBIP (Stochastic | analysis, stochastic | improved and complex for hybrid cloud other types of
recovering framework, BIP) for formal verification | reliability and hybrid cloud systems, focusing on | cloud
systems in focusing on modelling and | using SBIP model | performance of architectures reconfigurability and | environments,
hybrid failure verification checker hybrid Cloud self-recovery enhancing the
Clouds detection and systems verification
recovery process
13 |(Reza| Fault Fuzzy logic, Fuzzy fault Accuracy, Mean superiority | Fault detection | New fuzzy-based Probabilistic
eipan| tolerance in | task detection response time, of 6.49% for in cloud method for fault approach to
ahet | cloud resubmission, | system and load density, accuracy computing management, increase the
al., | computing | timing check, | faulttolerance | throughput criterion VMs improved system accuracy
2022) migration increase system compared to reliability without
techniques ABFT method precise input dataset
14/|(Tang, Workflows | Weibull FCWS Task execution Minimizing Multiple Integrated multi- Not specified
2022) | scheduling | distribution algorithm reliability, hazard | application billing cloud providers’
on multi- analysis, fault- rate execution cost mechanisms, billing mechanism
cloud tolerant cost- time while virtual into scheduling,
systems efficient ensuring resources fault-tolerant cost-
workflow reliability heterogeneity, | efficient workflow

scheduling algorithm
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scheduling systems
(FCWS) reliability
15 (Zhua| Collective Distributed Hoplite’s object | Not specified Speeds up Traditional Efficient and fault- Not specified
ng et | communicat | scheduling directory asynchronous collective tolerant collective
al.,, | ion scheme, fine- service stochastic communicatio | communication
2021) | efficiency in | grained gradient descent, | n libraries' layer, data transfer
task-based pipeline reinforcement limitations schedules computed
distributed | scheme learning, and on the fly
systems serving ensemble
of machine
learning models
16| (Saxe| VM failure Ensemble OFP-TM model | Service Improvement in | Cloud outages, | Online VM failure Not specified
na & | prediction method-based availability, VM availability, SLA violation, | prediction and
Singh,| and failure failure reduction, reduction in excessive tolerance model,
2022) | tolerance in | predictor, server overload number of live power proactive detection
cloud Failure prediction, VM migrations consumption and handling of
computing | Tolerance Unit resource resource failures
environmen | (FTU) utilization, power
ts consumption, VM
migration cost
17 |(Naza| Fault Redundancy Map-reduce, Comparison of Comparison of Fault detection | Detailed comparison | Further research
ri | Tolerance in | techniques, FT-Cloud, architectures based | different fault and recovery and analysis of in the field
Chera| Cloud proactive and | Haproxy, on policy types tolerance in cloud various architectures
ghlou| Computing | reactive Byzantine, and fault detection | architectures computing
etal, policies Gossip, MPI, and recovery
2016) FTM, LLFT, methods
Magi Cube,
Vega Warden,
AFTRC, PLR
architectures
18 |(Kum| Fault Proactive FT Various fault Reliability, Comparative Load Comparative Developing a
ar & | Tolerance in | Policy, tolerance Performance, analysis of balancing, fault | analysis and comprehensive
Sharm Cloud Reactive FT models like Response Time different fault prediction, and | identification of the | fault tolerance
a, | Computing | Policy, VFET, LLFT, tolerance models | recovery most efficient fault scheme
2016) Checkpointing | FTM, ASSURE, tolerance techniques
/Restart, Job SHelp, FTMC,
Migration, AFTRC, FTWS
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Task
Resubmission
19 (Shahi Load Various load Sender LB parameters like | Proposal of a Load balancing | Introduction of a Not specified
d et | Balancing balancing initiated, performance, novel algorithm | challenges in novel algorithm
al., | and Fault techniques, receiver overhead, incorporating FT | cloud based on FT metrics
2020) | Tolerance in | fault tolerance | initiated, scalability, fault in LB computing in load balancing
Cloud metrics symmetric load | tolerance
Computing balancing
approaches,
Machine
Learning
scheduling
algorithms
20|(Attall Proactive Proactive PLBFT model, MTRBEF, Failure PLBFT model Challenges of PLBFT model that Extension of the
ahet| Load Fault Ceilometer Rate with higher fault tolerance | proactively handles | model to include
al., | Balancing Tolerance telemetry reliability and in cloud faults and applies space and
2021) | and Fault Policy, service reduced failure computing load balancing memory faults
Tolerance in | Reactive rate compared to
Cloud Fault-Tolerant other models
Computing | Policy, Load
Balancing

25




Academic Journal of Nawroz University (AJNU), Vol.13, No.2, 2024

Various Fault Tolerance Models (1)

ML Scheduling Algorithms (1) Hoplite's Object Directory Service (1)

PLBFT Model, Ceilometer (1) FCWS Algorithm (1)

Fuzzy Fault Detection System (1)

BIP, SBIP (1)

4.0%

- ReadyFS Algorithm, RDE, CDE, ReSC, RA (1)

CloudSim (6)

Various Models and Frameworks (1)

. Shamir's Secret Sharing (1)
.0%

SVM, OCSVM (1)
12.0% 4.0%

ANFIS (1)

Fuzzy Logic (3) ASSURE, Shelp (1)
AFTRC, SVM, DAFT (1)

Figure 4: Fault Tolerance Tools used in 20 studies

Map- redut'ﬁ,PF.il"\flﬂ ghl-lmroxy, Byzantine, Gossip, MPI, FTM, LLFT, Magi Cube, Vega Warden, AFTRC, PLR (1)
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The presented pie chart provides a concise overview of the allocation of techniques and models employed in fault
tolerance research across a variety of scholarly articles. CloudSim is the most prevalent tool in the chart, as it is
utilized in 24% of the papers. Following closely behind is Fuzzy Logic, which is applied in 12% of the articles. The
work includes references to many tools and models, namely ML Scheduling Algorithms, Various Fault Tolerance
Models, the PLBFT Model, and Ceilometer, with each being mentioned for 4% of the total citations. Furthermore, this
field of research encompasses a varied spectrum of approaches, as seen by the inclusion of several tools and
techniques such as MapReduce, HAProxy, Byzantine systems, Gossip, MPI, FTM, LLFT, Magi Cube, Vega Warden,
AFTRC, and PLR, each of which is represented by a single article. The chart illustrates a diverse range of strategies
for achieving fault tolerance, with a particular emphasis on the utilization of simulation and fuzzy logic techniques.

7. Conclusion:

This study offers a comprehensive analysis of fault tolerance in the context of cloud computing. This statement
underscores the importance of ensuring the consistent and uninterrupted provision of services, even in the event of
potential disruptions such as hardware malfunctions, software issues, and network outages. This study highlights
the significance of distributed systems in improving the durability and resilience of cloud services through an
analysis of various fault tolerance strategies and frameworks. The enhancement of cloud infrastructure is examined
through the analysis of strategies such as redundancy, replication, and flawless recovery from disturbances. These
strategies are identified as crucial components in strengthening cloud infrastructure.

The last section of this research study underscores the significant and transformational effects that fault tolerance
solutions have on the field of cloud computing. This statement emphasizes the need of implementing steps to ensure
the continuous functioning of cloud-based apps and services. By doing so, organizations may safeguard themselves
against the risks of data loss and financial consequences that may arise from periods of inactivity. The report
furthermore presents a comparative analysis of twenty research, elucidating different methodologies employed to
improve fault tolerance in cloud systems, ranging from conventional to novel techniques.

The conclusion of the study may emphasize the persistent requirement for further research and development in
this field, with a specific emphasis on the incorporation of emerging technologies like artificial intelligence and
machine learning. This integration aims to anticipate and proactively mitigate future system failures. Potential future
possibilities might involve the advancement of increasingly intricate and adaptable fault tolerance frameworks
capable of accommodating the escalating intricacy and heterogeneity observed in cloud computing environments.
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